Premium Research Privacy Policy and Business Continuity Plan

Premium Research understands the importance of protecting an individual’s privacy. Premium
Research operates under the Research Association’s Privacy Principles.

Premium Research uses personal information only for research purposes. This means that we use it
to investigate the behaviour, needs, attitudes, opinions, motivations or other characteristics of a
whole population or particular section of a population.

A

Privacy of research respondent information

Premium Research and its’ sub contractors collect information from individuals, groups and
organisations for the purpose of research. We are guided by the following principles:

Respondents will be informed before observation techniques or recording equipment are
used for research purposes, except where these are openly used in a public place and no
personal data are collected. If respondents so wish, the record or relevant section of it shall
be destroyed or deleted. In the absence of explicit consent respondents' personal identity
shall be protected.
When collecting personal information from respondents, researchers ensure that:
o respondents are aware of the purpose of the collection; and
o respondents are aware of any quality control activity involving re-contact.
Personal information collected is:
o collected for specified research purposes and not used in any manner
incompatible with these purposes;
o adequate, relevant and not excessive in relation to the purpose of the research
for which they are collected and/or further processed; and
o preserved no longer than is required for the purpose for which the information
was collected or further processed.
Information identifying respondents is not passed on to the client unless specifically
authorised by the respondent
Premium Research will only pass respondent information on to third parties where required
to do so by law.
Appropriate measures are taken to ensure that respondents understand and can exercise
their rights:
o not to participate in market research;
o towithdraw from the market research interview at any time;
o torequire that their personal data are not made available to others; and
o todelete or to rectify incorrect personal data which are held on them.
Premium Research will only pass respondent information on to third parties where required
to do so by law.

Privacy of client information (other than personal information — see section C)

Premium Research has access to a wide range of client information. We endeavour to keep all of
this information as secure as possible. We are guided by the following principles:

Market research briefs, and research data and findings from a marketing research project
remain the property of the Client and may not be disclosed by Premium Research to any
third party.



Researchers and subcontractors are asked to store all information on the hard drive of their
firewalled personal computers. Researchers and subcontractors are asked to use pass-
worded entry for their personal computers and to store their computers at locked
residential/business premises.

Researchers and sub-contractors are asked to back up all information on secure external
hard drives or secure online back-up sites.

Researchers and sub-contractors are asked to only share information with other parties
nominated by the Company Director. Researchers and consultants sign the Premium
Research Confidentiality Agreement.

Information is preserved no longer than is required for the purpose for which the
information was collected or further processed.

Premium Research will only pass client information on to third parties where required to do
so by law.

Privacy of personal information

Premium Research is often provided with databases from our clients of their customers/clients. We
are provided with these databases so that we have contact information for the people the client
organisation needs us to undertake research with. The personal information often includes: physical
addresses and email addresses. We consider this information to be highly sensitive and apply our
highest level of security to this data. We are guided by the following principles:

We encourage our clients to send their databases to us in a pass-worded protected form, via
a secure file transfer service.

We encourage our clients to seek explicit permission from their clients/customers to
participate in research.

We ask our clients to only share client databases with the Senior Researcher they are
working directly with.

Our researchers store databases on their firewalled personal computers on their hard drive
and secure back up.

Client databases are backed up.

Where fields from client databases need to be shared with sub-contractors database
personal identifiers are removed from the data (names, addresses, phone numbers, email
addresses).

o This is with the exception of client databases provided to fieldwork specialists for
the purpose of conducting surveys and recruiting respondents.

o When databases are transferred from Premium Research they are sent via Dropbox,
with two step security enabled. File upload and download to/from Dropbox is
encrypted. They are also passworded.

Client databases are preserved no longer than is required for the purpose for which the
information was collected or further processed.

Client databases are only used for the purpose intended by the client — to undertake
research requested by the client.

Premium Research will only pass personal information on to other parties where required to
do so by law.



GDPR

We understand the six principles of the GDPR and have tailored our policies to address them. We
are guided by the following principles:

e We abide by relevant law in handling data

e We are fair and transparent in our data processing.

e We only collect personal data for specific, explicit and legitimate purposes
e We keep data in an identifiable format no longer than necessary

e We keep data securely

Business Continuity

All files are stored in at least three places (PC, external hard drive and one drive). This allows easy
extraction of files should any one source not be available. Researchers have access to at least 2
computers they can work on, should one fail the other is available as back up.



